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General Instructions for the SAFER Self-Assessment Guides

The Safety Assurance Factors for EHR Resilience (SAFER)
guides are designed to help healthcare organizations conduct
proactive self-assessments to evaluate the safety and
effectiveness of their electronic health record (EHR)
implementations. The 2025 SAFER guides have been updated
and streamlined to focus on the highest risk, most commonly
occurring issues that can be addressed through technology or
practice changes to build system resilience in the following
areas:

" Organizational Responsibilities

" Patient Identification

* Clinician Communication

" Test Results Reporting and Follow-up

" Computerized Provider Order Entry with Decision Support
" Systems Management

" Contingency Planning

" High Priority Practices - A collection of 16 Recommendation
from the other 7 Guides

Each of the eight SAFER Guides begins with a Checklist of
recommended practices. The downloadable SAFER Guides
provide fillable circles that can be used to indicate the extent to
which each recommended practice has been implemented in the
organization using a 5-point Likert scale. The Practice Worksheet
gives a rationale for the practice and provides examples of how to
implement each recommended practice. It contains fields to
record team member involvement and follow-up actions based on
the assessment. The Worksheet also lists the stakeholders who
can provide input to assess each practice (sources of input). In
addition to the downloadable version, the content of each SAFER
Guide, with interactive references and supporting materials, can
also be viewed on ONC’s website at: https://www.healthit.gov/
topic/safety/safer-guides.

The SAFER guides are based on the best available (2024)
evidence from the literature and consensus expert opinion.
Subject matter experts in patient safety, informatics, quality
improvement, risk management, human factors engineering, and
usability developed them. Furthermore, they were reviewed by an
external group of practicing clinicians, informaticians, and
information technology professionals.
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Each guide contains between 6 and 18 recommended practices
including its rationale, implementation guidance, and evidence
level. The recommended practices in the SAFER Guides are
intended to be useful for all EHR users. However, every
organization faces unique circumstances and may implement a
particular recommended practice differently. As a result, some of
the specific implementation guidance in the SAFER Guides for
recommended practices may not be applicable to an organization.

The High Priority Practices guide consists of 16 of the most
important and relevant recommendations selected from the other 7
guides. It is designed for practicing clinicians to help them
understand, implement, and support EHR safety and safe use
within their organization. The other seven guides consist of 88
unique recommendations that are relevant for all healthcare
providers and organizations.

The SAFER Guides are designed in part to help deal with safety
concerns created by the continuously changing sociotechnical
landscape that healthcare organizations face. Therefore, changes
in technology, clinical practice standards, regulations, and policy
should be taken into account when using the SAFER Guides.
Periodic self-assessments using the SAFER Guides may also help
organizations identify areas where it is particularly important to
address the implications of these practice or EHR-based changes
for the safety and safe use of EHRs. Ultimately, the goal is to
improve the overall safety of our health care system and improve
patient outcomes.

The SAFER Guides are not intended to be used for legal
compliance purposes, and implementation of a recommended
practice does not guarantee compliance with the HIPAA Security or
Privacy Rules, Medicare or Medicaid Conditions of Participation, or
any other laws or regulations. The SAFER Guides are for
informational purposes only and are not intended to be an
exhaustive or definitive source. They do not constitute legal advice.
Users of the SAFER Guides are encouraged to consult with their
own legal counsel regarding compliance with Medicare or Medicaid
program requirements, and any other laws.

For additional information on Medicare and Medicaid program
requirements, please visit the Centers for Medicare & Medicaid
Services website at www.cms.gov. For more information on HIPAA,
please visit the HHS Office for Civil Rights website at www.hhs.gov/
ocr.
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Introduction

The Clinician Communication SAFER Guide identifies
recommended safety practices for communication among
clinicians, care teams, and patients. This guide focuses on
ensuring reliable electronic communication using EHR-
related messaging systems (e.g., SMS text messages,
secure text messages, and EHR-based clinician-to-clinician
messages) to facilitate care transitions such as discharges
and referrals, and patient portal-related communication
(such as appointment requests, result reporting to patients,
and clinician-to-patient communication). Additionally, this
guide covers the implementation of monitoring systems to
identify opportunities for communication improvement.

Communication breakdowns are a common
contributing factor in preventable adverse events.
Optimal design, implementation, and use of EHR
communication functionality can help ensure safe,
transparent, and efficient information exchange
among clinicians, support staff, ancillary services,
patients, and their healthcare proxies.

Several components of communication can pose
safety risks. For example, full EHR inboxes can be a
source of information overload causing critical
information to be overlooked. Transitions of care (e.g.,
hospital discharges or referrals to specialists) are
vulnerable to communication gaps related to
incomplete care handoffs. Limitations in configuring
patient portals may reduce how well patients and their
proxies access, navigate, use, and understand the
portal and the notes and results it may contain. Many
of the concepts involved in clinician-to-clinician
communication apply to clinician-patient
communication as well.
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Completing this self-assessment requires the engagement
of people within and outside the organization, including EHR
vendors. Because this guide is designed to help
organizations prioritize EHR-related safety concerns,
clinician leadership should be engaged in collaboration with
clinicians and staff members to enable an accurate and
thorough assessment. This collaboration should result in
consensus about the organization’s future path to optimize
EHR-related safety and quality by setting priorities among
the recommended practices not yet fully implemented and
ensuring a plan is in place to maintain recommended
practices already in place. It is vitally important that
healthcare organizations and EHR vendors dedicate the
required resources and work together to mitigate the highest
priority EHR-related communication risks.
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The Checklist is structured as a quick way to enter and print your self-assessment.

Select the level of implementation achieved by your organization for each Recommended Practice. Your Implementation Status will be reflected
on the Recommended Practice Worksheet in this PDF. The implementation status scales are as followed:

Not Implemented Making Progress (1 Halfway there (31 60%) Substantial Progress Fully Implemented (91-

(0%) The organization 30%) The organization is The organization is (61-90%) 100%)

has not implemented in the early or pilot phase implementing this The organization has nearly f§ The organization follows

this recommendation. of implementing this recommendation and is implemented this this recommendation, and
recommendation as following or has adopted recommendation and is most implementation

evidenced by following or approximately half of the following or has adopted guidance is followed

much of the implementation consistently and widely
guidance. adopted.

adopting less than 30%
of the implementation
guidance.

implementation guidance.

The organization should check the following box if there are some limitations with the current version of their EHR that preclude them from fully
implementing this recommendation.

EHR Limitation - The EHR does not offer the features/functionality required to fully implement this recommendation or the implementation guidance.

Recommended Practices for Domain 1 — Safe Health IT Implementation Status

0% 1-30% 31-60% 61-90% 91-100%
Nt Making  Hafway Sustanial Fuly R
Implemented  Progress  There  Progress Implemented Limitation

Disaster recovery plans must be in place and reviewed

at least annually, for computing and networking womsteet 11 (3 (N (O O C

infrastructure that runs applications critical to the
The Domain organization’s clinical and administrative operations,
associated with the including hardware duplication, network redundancy,
Recommended and data replication.
Practice(s) appears
at the top of the
column An electric generator and sufficient fuel are available Worksheet 1.2 (‘ (‘ (‘ (‘ (‘

to support the EHR during an extended power outage.

Paper forms are available to replace key EHR functions ~ Warksheet 1.3 r (‘ F (“ (‘ GE
during downtimes.

Patient data and software application configurations Worksheel 1.4 F r r r (\
critical to the organization’s operations are regularly

backed up and tested.

Policies and procedures are in place to ensure Worksheet 1.3 r r r r F

accurate patient identification when preparing for,
during, and after downtimes.2

The Recommended
Practice(s) for the

topic appears
below the
associated Domain.

To the right of each Recommended
Practice is a link to the Recommended
Practice Worksheet in this PDF.

The Worksheet provides guidance on
implementing the practice.
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Recommended Practices for Domain 1 — Safe Health IT Implementation Status
0% 1-30% 31-60% 61-90% 91-100%
Not Making Halfway  Substantial Fully EHR
Implemented  Progress There Progress Implemented ~ Limitation

EHR-based secure messaging systems ensure

accurate, reliable, and efficient transmission of high-  Worksheet 1.1 (\ (\ (\ (\ (\

risk information.

Within a single healthcare delivery system, the EHR
promotes efficient and timely bidirectional closed-
loop communication between referring providers and
specialists through the design and implementation of
reliable and effective information exchange
workflows.

Worksheet 1.2 (\ (\ (\ (\ (\

The EHR facilitates the efficient collection and

transmission of relevant clinical information -
Worksheet 1.3 (\ (\ (\ (\ (\ Reset

necessary for safe and effective communication
during transitions of care.

The EHR's patient portal is capable of providing

patients with access to clinician notes, test results, (\ (\ (\ (\ (\

and secure messages, and is designed and Reset
configured to ensure that clinical information Worksheet 1.4

displays are easily navigable and understandable

for patients.

Recommended Practices for Domain 2— Using Health IT Safely Implementation Status
0% 1-30%  31-60%  61-90%  91-100%
Not Making Halfway  Substantial Fully EHR
Implemented  Progress There Progress Implemented Limitation

reduce clinician burden.

m The EHR inbox and its use is optimized to Workshoot 2.1 (\ (\ (\ (\ (\

Recommended Practices for Domain 3 - Using Health IT to Implementation Status
Monitor Safely 0% 130%  31-60%  61-90%  91-100%
Not Making Halfway  Substantial Fully EHR
Implemented  Progress There Progress Implemented Limitation

communication patterns related to clinical
messages, referrals, and patient portal
notifications.

o . Reset
The EHR enables the monitoring of important Worksheet 3.1 (\ (\ (\ (\ (\
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A Clinician team should complete this self-assessment and evaluate potential health IT-related patient safety risks addressed by this
specific SAFER Guide within the context of your particular healthcare organization.

This Team Worksheet is intended to help organizations
document the names and roles of the self-assessment team, as
well as individual team members’ activities. Typically team
members will be drawn from a number of different areas within
your organization, and in some instances, from external sources.
The suggested Sources of Input section in each Recommended
Practice Worksheet identifies the types of expertise or services to
consider engaging. It may be particularly useful to engage
specific clinician and other leaders with accountability for safety
practices identified in this guide.

The Worksheet includes fillable boxes that allow you to document
relevant information. The Assessment Team Leader box allows
documentation of the person or persons responsible for ensuring

Assessment Team Leader

Assessment Team Members

Assessment Team Notes
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that the self-assessment is completed. The section labeled
Assessment Team Members enables you to record the names
of individuals, departments, or other organizations that
contributed to the self-assessment. The date that the self-
assessment is completed can be recorded in the Assessment
Completion Date section and can also serve as a reminder for
periodic reassessments. The section labeled Assessment Team
Notes is intended to be used, as needed, to record important
considerations or conclusions arrived at through the assessment
process. This section can also be used to track important factors
such as pending software updates, vacant key leadership
positions, resource needs, and challenges and barriers to
completing the self-assessment or implementing the
Recommended Practices in this SAFER Guide.

Assessment Completion Date
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Each Recommended Practice Worksheet provides guidance on implementing a specific
Recommended Practice, and allows you to enter and print information about your self-assessment.

The Suggested Sources of Input section
indicates categories of personnel who can
provide information to help evaluate your
level of implementation.

Recommended Practice- Disaster Recovery Plans Implementation Status Strength of

Recommendation

The Rationale section
provides guidance

Disaster recovery plans must be in place and reviewed at least annually,
for computing and networking infrastructure that runs applications critical
to the organization’s clinical and administrative operations, including

=

[[] EHRLimitation

section provides an
estimate of the

about “why" the Mm duplication, network redundancy, and data replication. strength of

safety activities are N e tor P Risk Ae s 450 o Strength of evidence available
i i i ren L . . .

needed. ationale for Practice or Ris sessment uggeste urces of Input Recommy dation in the scientific

Organizations should take steps to prevent and

minimize the impact of technology failures.f A
single point of failure, whether it be a database
server, a connection to the Intemet, or data backup

tapes stored in racks adjacent to the production
servers, greatly increases risks for loss of data
availability and integrity.

Aszzeszsment Notes
Enter any notes
about your self-
assessment.

Follow-up Actions

Enter any follow-up
activities required.

N

Enter the name of
the person

responsible for the
follow-up activities.

N

Person Responsible for Follow-up Action

August 2024

1. Clinicians, support staff, and/or
clinical administration

2. EHR developer

3. Health IT support staff (in-
house or external)

Required literature, or states
that it is "required”
due to a federal
rule, regulation, or

Al health izafion that id 24 conditions of

= Alarge healthcare organi provides care .. .

hours per day has a remotely located (i.e., > 50 miles participation, for
away and = 20 miles from the coastline) “warm-site” (i.e., each
a site with current patient data that can be activated in
less tpan 8 hours) backup facility that can run the entire
EHR.

The backup computer system (e.g., warm-site) is tested at
least quarterly.®

= The organization maintains a redundant path to the
Intermet consisting of two different cables in different
trenches®
(Mote: a microwave or other form of wireless connection
is also acceptable), provided by two different Internet
providers )20

= Smaller ambulatory clinics have at least a cellphone-
hased, wiregless Internet access point that is capable of
running a cloud-hosted EHR as a backup to their main
cable-based Intermet connection.

Implementation Guidance

recommendation.

The

Implementation
Guidance

section lists potentially
useful practices or
scenarios to inform
your assessment and
implementation of the
specific
Recommended
Practice.
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Recommended Practice - Secure Messaging

Rationale for Practice or Risk Assessment

EHR-based secure messaging systems ensure accurate,
reliable, and efficient transmission of high-risk information.
Checklist

To avoid unnecessary interruptions and distractions,
critical and time-sensitive messages and results to
clinicians should be clearly differentiated from routine
or information-only communication that does not
require immediate attention or action.

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action
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Implementation Status

EHR Limitation

Strength of
Recommendation

Suggested Sources of Input
1. Clinicians
2. Ancillary staff
3. Laboratory and diagnostic imaging staff
4, T staff
5. Vendors

Implementation Guidance

Medium

" The EHR ensures closed-loop communication, which
implies that “all patient data and information that may
require an action are delivered and communicated to the
right individuals, at the right time, through the right mode
to allow interpretation, critical review, reconciliation,
initiation of action, acknowledgment, and appropriate
documentation.”

Critical and time-sensitive messages to clinicians are
clearly differentiated from routine or information-only
communication that does not require immediate attention
or action.?

® EHR allows urgency levels to be assigned to messages
and presents urgent messages in a visually distinct
manner. The organization provides guidance to promote
succinct and intuitive message content.>#

" Messages can be marked for follow-up on a future date
and are automatically re-sent on the specified date and
appear as a new message.®

Organization policy for communication requires EHR
documentation of patient-specific communication that
occurs outside the EHR (e.g., e-mail or text messages
sent via computer, smartphone, pager, wireless local area
network-based communication devices, or other
communication system not integrated with the EHR)
within the patient’'s EHR. Information that should be
recorded in the patient’s EHR includes sender, recipient,
content, time sent, and time acknowledged (if applicable).

" EHR messaging modules automatically capture and store
message sender, recipient, content, time, and
acknowledgment data.

" The EHR and the organization enable escalation of
messages that are unread within a time period (or if no
response has been received by the sender depending on
urgency). Escalation could involve automatically
forwarding the message to an alternate or supervising
clinician if the intended recipient is unavailable.?
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Recommended Practice - Referrals and Consults Implementation Status

Within a single healthcare delivery system, the EHR promotes efficient
and timely bidirectional closed-loop communication between referring

providers and specialists through the design and implementation of EHR Limitation
reliable and effective information exchange workflows.
Checklist
Rationale for Practice or Risk Assessment Suggested Sources of Input Strength of
Effective and timely electronic communication facilitates 1. Clinicians Recommendation
information sharing and avoids breakdowns in the referral and 2. Clinical leadership Medium
consultation process and subsequent care delays. Closing the 3. Healthcare system IT staff
loop includes mechanisms to ensure that “all patient data and 4.\Vendor

information that may require an action are delivered and
communicated to the right individuals, at the right time,
through the right mode to allow interpretation, critical review,

reconciliation, initiation of action, acknowledgment, and Implementation Guidance

appropriate documentation.”® This includes acknowledging ® The organization has implemented relevant

receipt of the consult or referral with an anticipated recommendations from “Closing the Loop: A Guide to
turnaround time to completion, and also providing Safer Ambulatory Referrals in the EHR Era” and
recommendations and findings to the referring provider and considered the following general guidance®:

the patient. " Ensure interoperability between EHRSs of referring
Assessment Notes PCPs and specialists

" Create and use collaborative care agreements to
delineate expectations for PCPs and specialists

" Improve and standardize referral handoff including
the ability to indicate the urgency and acuity of the
request

¥ Create and review process map workflows prior to
referral process implementation

" Ensure clear accountability of patient follow-up

" Track referral status at the patient level until
closed, including anticipated time to scheduling and
completion

" Apply evidence-based patient communication

Follow-up Acti i
ollow-up Actions techniques

" Monitor progress in improving referral
communication

* Referral templates are optimized to promote efficiency
and reduce data entry burden by auto-populating fields
with patient-specific data (e.g., demographics,
medications, recent diagnostic test results). Input of
specific relevant data elements is required based on
organizational or provider preferences (e.g., including the
reason for referral).”

® There is a mechanism for specialists to electronically
provide feedback to referring clinicians, including use of
electronic consults that occur only between providers.” "
Person Responsible for Follow-up Action
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Recommended Practice - Referrals and Consults (continued)

Within a single healthcare delivery system, the EHR promotes efficient
and timely bidirectional closed-loop communication between referring
providers and specialists through the design and implementation of
reliable and effective information exchange workflows.

Checklist

Implementation Guidance (continued)

" The organization has established acknowledgment
response timeframes for urgent and non-urgent referrals
(e.g., within 2 days for urgent referrals, 2 weeks for non-
urgent referrals) after which unacknowledged referrals
trigger messaging back to the referring provider.®

" Referrals and consults that remain unacknowledged after
a specified time - which may be variable based on
urgency - are automatically identified and escalated for
further action.

" The EHR facilitates referral tracking and automatic
notification to the referring provider if specialist
appointments are not scheduled within a standard
timeframe after the referral is accepted or if patients do
not show up for the referral visit.?

* Referrals that are declined by the specialist trigger a
message including rationale to the referring provider.'

= Special attention should be paid to referrals and consults
involving clinicians in practices using EHR products that
are not certified, not able to send or receive computer-
interpretable data or documents, or those not even using
an EHR. Special care must be taken by the certified EHR-
enabled practice to ensure they are recording (e.g.,
scanning in copies of hand-delivered or faxed copies of
records) what is sent and received from these practices
along with the time of each interaction and the sender or
recipient of each record.
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Recommended Practice - Transitions of Care Implementation Status

The EHR facilitates the efficient collection and transmission of
1.3 relevant clinical information necessary for safe and effective

communication during transitions of care. EHR Limitation
Checklist
Rationale for Practice or Risk Assessment Suggested Sources of Input Strength of
Rapid and efficient communication is critical when patients 1. Clinicians Recommendation
transition from one clinician to another or from one care setting 2.IT staff Medium
to another, including but not limited to changes in covering 3.Vendors

service or shift-change, admissions, discharges and/or

transfers between different care settings. Clinicians accepting
responsibility for the patient should be able to promptly Implementation Guidance
assume care without an in-depth review of the EHR or phone

. a0 " Essential data elements (e.g., applicable meaningful use
call to the sending clinician.

common data set items) are automatically populated into
transition of care templates (e.g., demographics, problems,
discharge medications, time of last medication
administration, pending orders and follow-up
appointments).'4-17

Assessment Notes

Transition of care documents (i.e., inpatient to outpatient —
discharge documents or outpatient to outpatient — referral
documents or outpatient to inpatient — admission requests)
automatically include a description of the information
provided to the patient when appropriate (e.g., on discharge
summaries or referrals).®

" The EHR enables discharge summaries to be labeled as
preliminary or final to allow the addition of pending results or
other details.®

The EHR enables the automatic inclusion of inpatient
clinician contact information to facilitate future

. communication.®
Follow-up Actions

* The organization has a policy for timely communication of
relevant clinical and administrative information during
transitions of care, as well as policies regarding who is
responsible for follow-up of pending results and completion
of specific care plan elements at the time of a transition of
care.®

The accuracy of any transition of care documentation that
includes large language model (LLM) generated data is
validated by the clinician prior to signoff to ensure accuracy,
completeness, and absence of hallucination.?"??

* The organization has a policy and process for reconciling
transition of care documents that are not received
electronically (e.g., patient presenting with a paper copy of a
Person Responsible for Follow-up Action discharge summary) by entering key information into the
appropriate structured data entry fields, or at least scanning
or otherwise incorporating a copy of the document into the
patient record.
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Recommended Practice - Patient Portals

The EHR's patient portal is capable of providing patients with
access to clinician notes, test results, and secure messages, and is
designed and configured to ensure that clinical information displays

are easily navigable and understandable for patients.
Checklist

Rationale for Practice or Risk Assessment

Patient portals should promote engagement of patients and
their designated proxies in safe and effective care by providing
personalized, meaningful, and comprehensible information and
facilitating bidirectional communication with the healthcare
team and administrative support staff via an easily accessible
and usable browser and/or smartphone-based app.

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action
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Implementation Status

EHR Limitation

Suggested Sources of Input Strength of

1_Clinicians Recommendation

2. Clinical staff

3. Administrative staff

4.Healthcare system IT staff

5.Vendors

6. Patient representatives, including those
knowledgeable of the unique needs of
adolescents (if relevant to the practice),
and caregivers

Required

Implementation Guidance

* Portal content, visual display, and navigation are configured to
maximize usability and easy learning for patients (e.g.,
accommodating patient digital and health literacy and
numeracy, and preferred language).?3-2

The EHR portal is designed to allow access to approved patient-
friendly educational content and options for further information
either via information buttons adjacent to the clinical concept or
via electronic information packets sent to patients by their
clinician about results, conditions, wellness strategies, and other
health-related information.2327

The organization has policies and procedures in place to make
patient portal use a standard part of how healthcare is
delivered. This includes standard procedures to offer training
and access to the portal to encourage adoption and continued
use by patients.?8:2°

Patients are informed that their messages may be read and/or
answered by someone other than the clinician to whom they
were addressed.

The organization has identified and taken steps to mitigate
potential barriers to portal adoption (e.g., using interviews with
users or analysis of usage logs to determine usability and
uptake).?*

Patients regularly receive and have access to educational
information about different functions available within the patient
portal (e.g., scheduling appointments, downloading information,
paying bills, messaging providers) as well as typical turnaround
times for bidirectional communication responses.3°

" The organization has a process, accessible from the patient
portal, allowing patient-generated requests for updating
information and correcting errors within the EHR (e.g.,
completed medication courses showing as active or problems
that have fully resolved).

Pending orders, including consult and referral requests are
visible within the patient portal.
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S AFE Self Assessment Recommended Practice 1.4 Domain 1
Clinician Communication Worksheet Safe Health IT
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Recommended Practice - Patient Portals (continued)

The EHR's patient portal is capable of providing patients with
access to clinician notes, test results, and secure messages, and is
designed and configured to ensure that clinical information displays

are easily navigable and understandable for patients.
Checklist

Implementation Guidance (continued)

" The EHR patient portal provides patients and internal staff with
access to a transaction log showing when messages were sent,
who sent them, whether/when they were read, and by whom.

® The EHR patient portal provides patients and internal staff with
free text search capability of message content to facilitate finding
relevant messages.

" The EHR enables the implementation of specific privacy and
security features to support caregivers with proxy logins and
adolescents and their parents and/or guardians.®'

" The organization has policies and procedures describing
mitigation approaches for patients who receive potentially
distressing diagnostic results via the portal before a clinician has
had an opportunity to discuss the findings with them.3?

" The organization provides guidance and sets expectations with
patients around the timeliness and content of communication via
the patient portal.33-%
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S AF E Self Assessment o Recommended Practice 2.1 Domain 2
Clinician Communication Worksheet Using Health IT Safely

>Table of Contents > About the Checklist >Team Worksheet > About the Practice Worksheets
Recommended Practice - Inbox Design, Configuration, and Management Implementation Status

The EHR inbox and its use is optimized to reduce clinician Making Progress

burden.

Checklist EHR Limitation
Rationale for Practice or Risk Assessment Suggested Sources of Input Strength of
Inbox configuration aligned with its effective and efficient 1.Clinicians Recommendation
management can help clinicians focus on important and high- 2.|T staff Medium
priority information. 3.Vendors
Assessment Notes Implementation Guidance

" High-priority messages, abnormal test results, or
otherwise time-sensitive inbox messages and tasks are
visually distinct from routine inbox communication.?

" The EHR allows users to organize and prioritize inbox
content, including allowing sorting, filtering, and flagging
features preferred by individual clinicians (e.g., based on
date, source, patient, urgency, message type).2*

* Inbox configuration and management allows support
staff to triage and act on messages within their scope of
practice (e.g., processing refill requests, communicating
normal test results, scheduling visits) without requiring
the clinician to read or sort through administrative and
non-medical queries.%7:38

Follow-up Actions * Inbox functionality includes the ability to flag, forward,

and add comments to messages and tasks.%’

Out-of-office messaging functionality is enabled to make
it clear to the sender that an inbox is not being
monitored.?

® The EHR allows automatic message forwarding to a
surrogate clinician during a specific time period or
circumstance, such as when the clinician is absent from
work.

The organization’s clinical leadership actively works to
identify and mitigate inbox-related burdens by
implementing processes designed to facilitate team
communication and streamline inbox content.3®

Person Responsible for Follow-up Action ® Appropriately tested and effective artificial intelligence
solutions are integrated to help categorize messages
and draft suggested responses to patients.3®
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Self Assessment
Clinician Communication

SAFE

Recommended Practice
3.1 Worksheet

Domain 3
Using Health IT to
Monitor Safely

>Table of Contents > About the Checklist >Team Worksheet

> About the Practice Worksheets

Recommended Practice - Monitor Communication Patterns

1 The EHR enables the monitoring of important
3. communication patterns related to clinical messages,

referrals, and patient portal notifications.
Checklist

Rationale for Practice or Risk Assessment

Monitoring time-sensitive and important clinical
communications can identify opportunities to improve safety by
finding and addressing potential problems related to informing
and responding to messages between clinicians and the care
team and ancillary staff, as well as to and from patients.

Assessment Notes

Follow-up Actions

Person Responsible for Follow-up Action

August 2024

SAFER Self Assessment | Clinician Communication

Implementation Status

EHR Limitation

Suggested Sources of Input Strength of

1.Clinicians Recommendation
2.Clinical staff

3. Quality Improvement staff
4.Health IT Support Staff

5.Vendors

Medium

Implementation Guidance

® The organization monitors rates of unacknowledged
clinician inbox messages, messages sent to patients in
their portal’s inbox, and tasks.*°

The organization defines and tracks expected response
timeframes for specific types of messages (e.g., urgent
referrals responded to within two days, hospital discharge
summaries sent to primary care provider within three days
of discharge, inpatient order to admit is signed off at or
before the time of admission). Findings are used to
identify and resolve any deficiencies.

Inbox message monitoring identifies quality improvement
projects and targets interventions for clinicians with higher
rates of unacknowledged inbox messages and tasks.*’

Physician burnout, turnover, productivity, and EHR use
metrics are analyzed to identify opportunities to identify
physicians at high risk of departure who may benefit from
targeted inbox management interventions.4243

Patient portal adoption and utilization rates are monitored
and analyzed, including how these differ by patient
language, race/ethnicity, and other demographics.**

Messaging content and response patterns are periodically
reviewed to identify opportunities for improving
communication quality.*®

" The organization provides sufficient administrative time for
clinicians to appropriately manage inbox messages and
the clinical work associated with them,36:37:46
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